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Gartner Report on Gartner Report on 
Web Service ManagementWeb Service Management

Gartner (2002)Gartner (2002)--
Web Services (WS) management tools must Web Services (WS) management tools must 
address the traditional “FCAPS” areas:  address the traditional “FCAPS” areas:  FFault, ault, 
CConfiguration, onfiguration, AAccounting, ccounting, PPerformance and erformance and 
SSecurity management.  While there isn’t yet a ecurity management.  While there isn’t yet a 
complete tool from one vendor, Gartner says complete tool from one vendor, Gartner says 
75% of enterprise companies implementing Web 75% of enterprise companies implementing Web 
services will be deploying more than one WS services will be deploying more than one WS 
management tool. management tool. 
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“FCAPS” in a Nutshell

Security Management: Controlling who can do what. S

Performance Management: Making sure it all works 
robustly (fast).

P

Accounting Management: Knowing who is using how 
much of what, and maybe billing them for it.

A

Configuration Management: Controlling the operational 
parameters of something so it works the way you want.

C

Fault Management: Fixing what is broken.F
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““FCAPS” Details FCAPS” Details --
Model for Network ManagementModel for Network Management

database database 
handling handling 

network network 
recovery recovery 

intrusion intrusion 
detectiondetection

backback--up and up and 
recoveryrecovery

test and test and 
acceptance acceptance 

access logs access logs data analysis data analysis autoauto
discovery discovery 

trouble trouble 
correction correction 

enable services enable services report report 
generation generation 

bill for services bill for services network network 
provisioning provisioning 

trouble trouble 
detection detection 

control access control access data collection data collection track service track service 
usage usage 

network network 
recovery recovery 

alarm handling alarm handling 

Security
Management

Performance
Management

Accounting
Management

Configuration
Management

Fault 
Management

A Example Subset of  “FCAPS”  Services
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Managing WS ComplexityManaging WS Complexity

It is the It is the human elementhuman element that dictates success or failure that dictates success or failure –– not not 
software and code.software and code.
Well architected systems consider the human element at Well architected systems consider the human element at 
every stageevery stage
–– DevelopmentDevelopment
–– DeploymentDeployment
–– ManagementManagement
–– MonitoringMonitoring
–– MaintenanceMaintenance

Complexity must be expectedComplexity must be expected, mitigation strategies , mitigation strategies 
anticipated and adoptedanticipated and adopted

Web Services Management
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Why is the Human Element Why is the Human Element 
Important to WS Management?Important to WS Management?
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Infrastructure and NetworkingInfrastructure and Networking
TCP/IPTCP/IP DNSDNS DHCPDHCP NFSNFS NISNIS802.1x802.1x

Data AccessData Access
ADO.NETADO.NET ODBCODBC OLEDBOLEDB JDBCJDBC

Service and Component Service and Component 
(Programmatic)(Programmatic)

XSD 1.1XSD 1.1 XML 1.0XML 1.0 SOAP 1.1SOAP 1.1 WSDL 1.1WSDL 1.1 UDDI V2UDDI V2

WSWS--SecuritySecurity

XmlDocumentXmlDocument XmlSerializerXmlSerializer

COM InteropCOM Interop .NET Remoting.NET Remoting
WSWS--SecureConversationSecureConversation

WSWS--FederationFederation

WSWS--ReliableMessagingReliableMessaging WSWS--CoordinationCoordination

WSWS--AtomicTransactionAtomicTransaction

WSWS--BusinessActivityBusinessActivityWSWS--PolicyPolicy

WSWS--TrustTrust

Service and Process IntegrationService and Process Integration
RPGRPG

TN3270TN3270

FEPI/BridgeFEPI/Bridge
RosettaNetRosettaNet HL7HL7 BPEL ImportBPEL Import

BPEL ExportBPEL Export

DB2/400DB2/400

CICSCICS IMS/OTMAIMS/OTMA

DB2DB2 VSAMVSAM

TN5250TN5250EAIEAI B2BB2B

BizTalk AdapterBizTalk Adapter

IBM WebSphereIBM WebSphere
Classes for .NETClasses for .NET

MSMQMSMQ--MQSMQS
BridgeBridge

BPMBPM
(SOA/ESB)(SOA/ESB)

Built InBuilt In

Adapter FrameworkAdapter Framework
SDKSDK

PartnerPartner

OrchestrationOrchestration Business RulesBusiness Rules
EngineEngine

AsyncAsync
MessagingMessaging

SWIFTSWIFT HIPPAHIPPA

IdentityIdentity

ACLsACLs RBACRBACKerberosKerberos PKIX X509PKIX X509 TLS/SSLTLS/SSL ESSOESSO

DirectoryDirectory
ServicesServices DatabaseDatabase Mail StoresMail Stores TextText MA SDKMA SDK

Directory Directory 
ServicesServices

ProvisioningProvisioning
DeDe--ProvisioningProvisioning

ChangeChange
ManagementManagement

ManagementManagement
WMIWMI WBEMWBEM CIMCIM

UNIX/LinuxUNIX/LinuxWindowsWindows

ApplicationsApplications
and/or Servicesand/or Services

Oracle/Sybase/DB2Oracle/Sybase/DB2

J2EE ApplicationsJ2EE Applications
and/or Servicesand/or Services

IBM MainframeIBM Mainframe

Message Message 
QueueQueue

IBM IBM 
MidrangeMidrange

MobileMobile
DevicesDevices

.NET Applications.NET Applications
and/or Servicesand/or Services

MicrosoftMicrosoft
OfficeOffice

LDAP / OtherLDAP / Other
Directory StoresDirectory StoresActiveActive

DirectoryDirectory

MS, HPMS, HP
AmberPointAmberPoint

Other ManagementOther Management
PlatformsPlatforms

(CA, Tivoli)(CA, Tivoli)

The Complexity of Web Services “FCAPS” The Complexity of Web Services “FCAPS” 
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Setting the Stage…..Setting the Stage…..

NetNet--Centric Service Management is Complex.Centric Service Management is Complex.

NetNet--Centric Service Management in Distributed, Centric Service Management in Distributed, 
Heterogeneous Environments is Heterogeneous Environments is VeryVery Complex.Complex.

Significant New Challenges Must Be Addressed Significant New Challenges Must Be Addressed 
Before “Going Live with SOA.”Before “Going Live with SOA.”

Apply an Established Network Management Model, Apply an Established Network Management Model, 
Like “FCAPS”, Helps Us Manage the Complexity.Like “FCAPS”, Helps Us Manage the Complexity.

Web Services Management Tools Will Continue to Web Services Management Tools Will Continue to 
Improve Improve and Evolveand Evolve..
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